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Abstract of the contribution: This contribution proposes a new solution for PIN Authorization. 
Discussion 
This paper proposes a solution for KI#5 on Providing solution for PIN Authorization.
Proposal

Update TR 23.700-88 with the proposed changes below.
**** First Change ****

6.0
Mapping of Solutions to Key Issues
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**** Next Change ****
6.X
Solution #X: PIN Authorization
6.X.1
Description

The solution describes the following Authentication process:

· PINE and its authorization to access 5GS, PEGC and other PINE
· Authorization/De-Authorization of the PEMC

6.X.1.2 
Authorization for PIN
The architecture for Authorizing PIN Elements to access other PINE, PEGC and PEMC in the PIN.






Figure 6.X.2-1: Token based Authorization Architecture
Assumption:  that the PIN elements are connected to a wireless LAN/ PAN network and each element are reachable via the wireless link. The procedure to connect to the wireless network and assign IP address is out of the scope of this document.

The salient feature of this solution is as follows:

· PEMC Initialization. PEMC will communicate with the PINCTL -as described in solution for KI#1- of the 5GC to download authorization policies. PEMC will use these downloaded policies to enforce authorization policies on PINE, PEGC and PEMC.
· PINE Authorization. Suppose PINE1 of the PIN, intending to communicate with the other PINE for eg., PINE2, will send “Authenticate and Request Access Token” Request query to the PEMC, which will respond with the access Token to the requesting PINE (PINE1) based on the authorization policies. This access Token will also be sent to PINE2 so that it is aware that PINE1 is authorized to access PINE2.  PEMC will also update its central repository with the Access Token and its associated PINE(s).
· PINE De-Authorization: Suppose PINE1 of the PIN, which has the access Token to access PINE2 of a PIN must be de-authorized due to operator or 3rd party policies. Then the PEMC will delete the Access Token and its associated PINE(s) from the central repository and communicate PINE De-Authorization message to the appropriate PINE(s).
· PINE to PINE Communication with Access Token. Suppose PINE1 and PINE2 are authorized by the PEMC to communicate on the PIN. PINE1 will send an “Service Request with Access Token” to the PINE2 and it will authorize based on the access Token received from the PEMC and provide its services accordingly.
· PINE to 5GS access Authorization. Suppose PINE1 of the PIN, intending to communicate with 5GS via PEGC will send “Authenticate and Request Access Token” Request query to the PEMC, which will respond with the access Token to the requesting PINE (PINE1) based on the authorization policies. This access Token will also be sent to PEGC so that it is aware that PINE1 is authorized to access 5GS.  PEMC will also update its central repository with the Access Token and its associated PINE and 5GS services via PEGC.
· PINE to 5GS Communication with Access Token. Suppose PINE1 and PEGC are authorized by the PEMC for PINE1 to access 5GS. Then PINE1 will send a “Service Request with Access Token” to the PEGC and it will authorize based on the access Token received from the PEMC and provide 5GS accordingly.

· PINE to 5GS Communication De-Authorization: Suppose PINE1 of the PIN, which has the access Token to access 5GS via PEGC of a PIN must be de-authorized due to operator or 3rd party policies. Then the PEMC will delete the Access Token and its associated PINE(s) from the central repository and communicate PINE De-Authorization message to the appropriate the PEGC and PINE. PINE1 Access Token to 5GS is no more valid.
· PEMC Authorization: A NAS capable UE will register with the 5GS with “PIN capable” in the initial registration message to be authorized to form the PIN. 5GC architecture enhancements to support PIN are described in the solution for KI#1. Based on the “PIN control function” policies, the 5G core will authorize/deny the PIN formation. Once authorized by the 5G Core, the PIN element is identified as PEMC. 
· PEMC De-Authorization: 5GS will send a PEMC de-authorization message to the PEMC and it will send an PIN deactivation message as described in solution KI#3. Then will PEMC will de-authorization Acknowledge message to the 5G core.
**** End of Changes ****
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